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Motivation — Support tens of bytes of packet metadata #==ciovoriare
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https://vectorportal.com/vector/hands-holding-a-package-clip-art.ai/25506

First time
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Was a miss...




XDP/skb metadata 22 o ouprLare

metadata
not accessible
past this point

o

XDP

alloc_skb()




Proposed layout -

Metadata anywhere within the headroom

skb->head

|

skb—->mac_header skb->data

|

|

CLOUDFLARE

metadata

gap

MAC

TCP

L7 payload

|

bpf_dynptr_from_skb_meta()
N2

skb_shinfo()>meta_end - skb_shinfo() >meta_len




Proposed layout -
Metadata anywhere within the headroom

skb->head skb->mac_header skb->data

CLOUDFLARE

l | |

& requires patching skb_push()/skb_pull() call sites

& creates commitment to skb headroom layout

_/ payload

bpf_dynptr_from_skb_meta()
J
skb_shinfo()>meta_end - skb_shinfo() >meta_len




Second time
-also a miss...
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skb extension for BPF local storage

sk_buff

BPF_MAP_SKB_STORAGE

skb_ext *extensions

|
I
I
skb_ext I
|
|
I

bpf_local_storage
4 bpf_local_storage_elem
P> list_head list — hlist_node snode
space for ext #1 | -
I
space for ext #2 I bpf_local_storage_data sdata
I
bpf_local_storage L .
*storage ->| flexible array for data




skb extension for BPF local storage

sk_buff
memory
skb_ext *extensions P=—gllocation
skb_ext
bpf_local_storage
bpf_local_storage_elem
list_head list » hlist_node snode
space for ext #1 memory
dllocation
space for ext #2 | bpf_local_storage_data sdata
bpf_local_storage memory flexible array for data
*storage .
dllocation



skb extension for BPF local storage

sk_buff
pointer
skb_ext *extensions p=—derel
skb_ext
bpf_local_storage
bpf_local_storage_elem
list_head list ) P hlist_node snode
space for ext #1 pointer
deref
space for ext #2 | bpf_local_storage_data sdata
:pf—1°ca1—5t°"age pointer flexible array for data
storage der'e-P
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Third time's
the charm?



Keep the skb extension but embed the metadata

sk_buff
skb_ext
skb_ext *extensions P skb_ext header
ext #1
ext #2
bpf skb ext

metadata buf
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skb extension for BPF

é CLOUDFLARE

#ifdef CONFIG_BPF_SKB_EXT

struct bpf_skb_ext {
u64 flags;

u8 buf[CONFIG_BPF_SKB_EXT_SIZE] __aligned(8);
s

#endif /* CONFIG_BPF_SKB_EXT */
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skb extension for BPF

é CLOUDFLARE

config BPF_SKB_EXT
bool "skb extension for BPF metadata“
depends on BPF_SYSCALL
select SKB_EXTENSIONS

config BPF_SKB_EXT_SIZE

depends on BPF_SKB_EXT

range 1 256
default 64

int "Size of the BPF skb extension metadata buffer"
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BPF access via dynptr #2: coubriare

int bpf_dynptr_from_skb_ext(skb, size, flags, &ptr)

e skb - pointerto sk_buff or __sk_buff
e size -0 formax (=CONFIG_BPF_SKB_EXT_SIZE)
o flags:
o F_CREATE - pass to allocate/COW (read-write), 0 to find (read-only)

o F_NO_SCRUB - keep the extension across skb_scrub_packet()
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BPF access via dynptr

int bpf_dynptr_from_skb_ext(skb, size, flags, &ptr)

e return values:
o 0O -dynptr ready to use
o -ENOENT - extension not found (when not creating)
o -ENOMEM - allocation failed
o -EINVAL - invalid flags
o -E2BIG - size exceeds CONFIG_BPF_SKB_EXT_SIZE

é CLOUDFLARE
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Access for skb clones - read-only by default

skb

skb_ext

metadata

bpf_dynptr_from_skb_ext(skb', ..
® /* no flags */,

READ-ONLY DYNPTR

(uses skb_ext_find() underneath)

CLOUDFLARE

)
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Access for skb clones - read-write /| COW on demand

skb

[=]—

skb_ext

metadata

skb_ext

metadata

bpf_dynptr_from_skb_ext(skb', ..

F_CREATE, ..)

READ-WRITE DYNPTR
(uses skb_ext_add() underneath to COW)
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skb scrubbing on tunnel encap/decap

=7~ @0~ =7

skb_ext SCRuUB!

metadata
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skb scrubbing when crossing netns boundary

skb

veth

veth

skb_ext

metadata

sCrug!

~ [

CLOUDFLARE

20



RFC: let skb ext's opt out of scrubbing

bpf_dynptr_from_skb_ext(skb, ..,

=]~ @0~ =7

F_CREATE | F_NO_SCRUB,

skb_ext

some ext

metadata
ext

PARTIAL
sCruBl!

skb_ext

metadata
ext

Requires changes to skb extensions framework

)

CLOUDFLARE
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RFC: let skb ext's opt out of scrubbing

bpf_dynptr_from_skb_ext(skb, .., F_CREATE | F_NO_SCRUB,

/skb;_’[GRE[\#/Skb'}

)

OPEN QUESTION =

Should we allow BPF progs to unset F_NO_SCRUB flag once it was set?

sCruBl!
some ext
metadata metadata
ext ext

Requires changes to skb extensions framework

CLOUDFLARE
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skb_ext size considerations

923m16%$ sudo cat /sys/kernel/slab/skbuff_ext cache/object_size
448

448B in total:
e 16B for skb_ext header
e 256B for bpf_skb_ext —tweak with CONFIG_BPF_SKB_EXT_SIZE
e 176B for other extensions
o 24B for XFRM — some state used only for HW offload?
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TCP - Baseline: Use BPF map for metadata

skb

\

xdp

/

XDP metadata

driver

M

t
uPda+e

tex/ in@re%

tc

meta_stash

LRU_PERCPU_HASH

| t
\ooKuP delete

| |

meta_xFer AL
sockops caroup/
P ae+socl<op+
| t
uPda+e \ooKuP

| |

meta_socket
SK_STORAGE

ik LAY e

CﬁY‘OUP

CLOUDFLARE

M

" app
getsockop()
optval = |M

user-s POCG
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TCP — Experiment: Use BPF skb_ext for metadata

alloc skb_ext

+ access
skb memcpy skb_ext
\ : < 7 : < 7
1 1
1 1
5 ' ta_get
-~ |S . S| | meta_xfer mera—ge M|
de - tex/ingress T cock ope cgroup/ - app
- M M P ae+socl<op+
1 1
|
1 1
/ : : uPda+e \OOKUP qe+socl<op+()
; ; * | optval = |M
XDP metadata | skb_ext I M meta_socket
: : SK_STORAGE
: :
1 1
driver : tc ! cgroup user-space
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UDP - Baseline: Use BPF map for metadata

driver tc

M meta_stash
skb LRU_PERCPU_HASH
I T 1 | T
\ | uPoia+e : i \oolléup de\|e+e
1 1 |
| 1 |
: ' — | meta_xfer
xdp S| e = iptables | | routing = cqroup_skb/ | recvmsa()
-~ (M Ingress ! : oy eos g
| | T ! | SO_MARK = [M
/ : : set/get mark : set mark I
: ! (unrelated) ! (store [M|) M
XDP metodata | ! | | | l o
| | skb : skb
1 1 |
1 I |
1 1 |
|

hetwork Ia\/er cgroup user-spoce
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UDP - Experiment: Use BPF skb_ext for metadata

dlloc skb_ext

+ access
skb memcpy skb_ext
\ : ( 7 : : < \2
| | |
| | |
I I I
: ' — | meta_xfer
xdp N ? _ Ll ? iPJraloles routing ? caroupﬂskla/ recvmsg()
~ |M ngress M M ingress w/ cmsq
: : | T : | SO_MARK = |M
/ ; ; set/get mark ; set mark |
: : (uhrelated) : (store [M|) M
XDP metadata 1 skb_ext | | | . l app
: : kb : skb
: : :
| | |
driver : tc ! network. layer ! cgroup user‘—spazcs,e
|




Results: Control vs Test Group 2 (uses skb_ext)

Load comparison

metadata_attach rate - control (923m10-12)

5K ops/s
4.50K ops/s

4K ops/s
3.50K ops/s

3K ops/s
2.50K opss |

2Kopsfs , |

1.50K ops/s Aod = Wyl

f \ pd
K ops/s ___,A.,V/"A‘/\./\. A N

]
500 ops/s

0 ops/s
16:00 16:30 17:00

== 023m10 == 923m11 == 923m12

17:30

18:00

18:30

19:0

é ) CLOUDFLARE

metadata_attach rate - test group 2 (923m16-18)
5K ops/s

4.50K ops/s
4K ops/s

3.50K ops/s
3K ops/s

2.50K ops/s
| r\
J |'A' Al | A\ P \
2K ops/s J\m*)( \"C‘I \u_m/ VL A Won '\‘h \ | Jis X

J 5 \
. 2R \Y 'S W | A o \w \AA N Q f \
VAR ARALY VAR &2 A A
1.50K ops /s A AN e \ NV ._\‘/_. o SV VA

1K ops/s

500 ops/s

0 ops/s
16:00 16:30 17:00 17:30 18:00 18:30 19:0
e= 923mM16 == 923m17 == 923m18




Results: Control vs Test Group 2 (uses skb_ext) #2:5 cLouprLare
Total runtime for across all involved BPF progs

Tubular BPF execution time (CPU%) - control (923m10-12) Tubular BPF execution time (CPU%) - test group 2 (923m16-18)
25% 25%
22.5% 22.5%
20% 20%
17.5% 17.5%
15% 15%
0% ,“\l'*,f-,». A SRA AN ! "‘v"""""'"’\,/“"\\_,.\A. e A A\ . o, v A ,_4:‘,:\,?\'»:7-1»?\‘.'"';:'V\..x)ty’if,:‘{;"';d
75% y 5% /o WEAOAIING AN M2 IR i
b% 5%
2.5% 2.5%
0% 0%
16:00 16:30 17:00 17:30 18:00 18:30 19:0 16:00 16:30 17:00 17:30 18:00 18:30 19:0

== 023m10 == 923m11 == 923m12 == 023m16 == 923m17 == 923m18




Results: Control vs Test Group 2 (uses skb_ext)

é CLOUDFLARE

Average runtime per invocation across all involved progs

Tubular BPF execution time/invocation - control (923m10-12)
1us
900 ns
800 ns

A M A
700 ns 4 o VTV W R < %

600ns |
500 ns (Y o Lk i
400 ns
300 ns
200 ns
100 ns

Os
16:00

== 923m10

16:30 17:00
923m11 == 923m12

17:30 18:00 18:30 19:0

Tubular BPF execution time/invocation - test group 2 (923m16-18)
1us
900 ns
800 ns
700 ns
600 ns
500 ns :«,_\:;;;;.f_g_j;__;;{T,.:y‘,‘.l,:-' = Tif-'-f'..'_'v;w:f‘-«'/—"ﬁ-.;.?-"‘-'u ’W"‘“\:‘/"'i"?‘l'f*-f:fit’.': ‘f_,\_,;.;:..;,._-.,y‘”wr{t;-z,\-x.m,_.,~.»’:Q<,.Q_. Y%
400 ns
300 ns
200 ns

100 ns

Os
16:00

== 923m16

16:30 17:00
923m17 == 923m18

17:30 18:00 18:30 19:0
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The alternative approach



Use BPF map skb side-storage,
cleanup from skb destructor tracepoint

metadata
map

/

3

&skb as key
skb [ -=-=-====-=-=-=-- >

consume_skb
kfree_skb

34



Use case - Attribute packet drops to customer ID

Cloudflare
server O
D
-
> 2 ... - =3
| - \
"eyeball" "or-iain"
ey web browser >< ie. customer server

®

SRE +roubleshoo+ina
packet drops

35



Use case - Attribute packet drops

é CLOUDFLARE

cgroupﬂskb/
egress

<—|ool<uP4[ SK_STORAGE }

|
updaJre

l

LRU_HASH Keyed by &skb

| t
lookup delete

l |

+|9,_b+‘(:/
cohsume_skb

| t
lookup delete

l |

+|9,_b+‘(:/
kfFree_skb
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TCP - Baseline: Use BPF map for metadata

skb

\

de

/

XDP metadata

driver

[ M LRU_PERCPU_—

meta_stash

f

2

CLOUDFLARE

|
upoia+e I oo

1
|

| ! meta™ meta_get M ‘

tex/ ingress I cgrou P/ - app
S sockops
| qe’rsockoPJr
| t

1
; upda+e lookup qe+socl<op+()
; l | optval = |M
! M meta_socket
I SK_STORAGE
:
1

tc ;

cgr‘ou P

user-s Pace
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TCP - Alternative: Prune entries from tracepoint

skb

\

xdp

/

XDP metadata

driver

M

t
uPda+e

tex/ in@re%

tc

meta_stash
LRU_HASH

\ooKuP

l

meta_xfer

sockops

|
uPda+e

|

ik LAY e

CﬁY‘OUP

«_delete__

me+a__3e+

caroup/

ae+socl<op+

f
\ooKuP

meta_socket
SK_STORAGE

CLOUDFLARE

+P,_l9+1:/
consume_skb

aPp

getsockop()
optval = |M

user-s Pace
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Results: Control vs Test Group 1 (uses tracepoints)  #:ciovoriare
Load comparison

metadata_attach rate - control (923m10-12) metadata_attach rate - test group 1(923m13-15)
5K ops/s 5K ops/s
4.50K ops/s 4.50K ops/s
4K ops/s 4K ops/s
3.50K ops/s 3.50K ops/s
3K ops/s 3K ops/s
2.50K ops/s 2.50K ops/s
2K ops/s ,-" I". ,r;"', A\ '.‘F""v, J = . 2K opsfs /"0y
/ \"-«../' ,..\v r ,"A"\,,\ ,,."" \ ,“\""’\‘ [\ || |\‘\. - ’,A.Il\’ . ,;"‘ ", " ¥ \
1.50K ops/s oA N /l}“l || W VA NA 1.50K ops/s /
A \ L A4 N \
o A " = AN
Kopsls LAY NA S/ | by o I et PR . 1K ops/s
—N \/ N/ Y w—J
500 ops/s 500 ops/s
0 ops/s 0 ops/s
16:00 16:30 17:00 17:30 18:00 18:30 19:0 16:00 16:30 17:00 17:30 18:00 18:30 19:0

== 023m10 == 923m11 == 923m12 == 023m13 == 923mi4 == 923m15




Results: Control vs Test Group 1 (uses tracepoints)

Total runtime for across all involved BPF progs

Tubular BPF execution time (CPU%) - control (923m10-12)

25%

22.5%

20%

17.5%

15%

12.5%

._,‘.“‘ v Y4 Y " A
0% h——
PAVV AN S

7.5%

5%

2.5%

0%
16:00

== 923m10 =

16:30

17:00

923m11 == 923m12

17:30

18:00

18:30

é CLOUDFLARE

Tubular BPF execution time (CPU%) - test group 1(923m13-15)

25%

22.5%

20%

17.5%

15%

12.5%

VN A o 10%

7.5%

5%

2.5%

0%

19:0 16:00
e 923m13 =

ﬁ""lhlh \([

16:30 17:00
923m14 == 923m15

\rd"\ '

17:30

18:00

18:30

19:0



Results: Control vs Test Group 1 (uses tracepoints)  #®:ciovoriane
Average runtime per invocation across all involved progs

Tubular BPF execution time/invocation - control (923m10-12) Tubular BPF execution time/invocation - test group 1(923m13-15)
1us 1us
900 ns 900 ns
800 ns 800 ns
700 ns 4 I T N e . 700 ns
7\ A A" TNV ERCATA YA I‘,"" | N / ’\,"\" N . ‘,‘ N NP ‘.‘ ' T 4
u“_l“."w' .f‘ . “.""" N \}w"“ v <Y \. - o ¥ \} W N \ | \
600 ns s : T, T = 600 ns
/ .I',/-ﬂ,v' ‘.\'-. w, \‘""'\,“'}‘--,_;‘\"h“ ;,' .",‘\'-" A -“- V-"--‘.'/-;‘\" WYV VA, ...\‘.,‘.I}-J,\ “-V"-,-"' W'V Vv W An n"\-‘(u‘; "-’.-‘\.
500 ns v v 500 ns
400 ns 400 ns Z
AP AN A e A AD IO N ALNAAAN AN A NI
300ns 300ns - : - M
200 ns 200 ns
100 ns 100 ns
Os Os
16:00 16:30 17:00 17:30 18:00 18:30 19:0 16:00 16:30 17:00 17:30 18:00 18:30 19:0
== 923m10 923m11 == 923m12 e 923m13 923m14 == 923m15

WHY SO LOW?




skb consume vs drop vs skb_ext allocations

923m16$ sudo perf stat -a -r 10 \
-e skb:consume_skb -e skb:kfree_skb \
-e probe:skb_ext_add -- sleep 1

Performance counter stats for 'system wide' (10 runs):

334,256 skb:consume_skb ( +- 1.63% )
1,525 skb:kfree_skb ( +- 4.09% )
2,218 probe:skb_ext_ add ( +- 18.58% )

1.02305 +- 0.00243 seconds time elapsed ( +- 0.24% )

We attach metadata to <1% of skb's




Side-by-side comparison: #2: coubriare
Total runtime for across all involved BPF progs

v Tubular BPF execution time (CPU%)

Tubular BPF execution time (CPU%) - control (923m10-12) Tubular BPF execution time (CPU%) - test group 1(923m13-15) Tubular BPF execution time (CPU%) - test group 2 (923m16-18)
25% 25% 25%
22.5% 22.5% 22.5%
20% 20% > 20%
17.5% 17.5% § alA 17.5%
15% 15% 15%
12.5% 12.5% 12.5%
0% ) 10% 10% A —
NN v . AN P APIY ey iy AT )y er-qﬂ\-\rg\.\{}% YRR
75% 75% 75% Udaamas 2 LAYz [ VR Tt v b
5% 5% 5%
2.5% 2.5% 2.5%
0% 0% 0%
16:00 16:30 17:00 17:30 18:00 18:30 19:0 16:00 16:30 17:00 17:30 18:00 18:30 19:0 16:00 16:30 17:00 17:30 18:00 18:30 19:0
= 923m10 923m11 == 923m12 = 923m13 923m14 == 923m15 = 923m16 923m17 == 923m18

baseline
metadata cleanup in use skb extension

(metadata cleanup in skops, {consume, free}_skb() for metadata
cgroup_skb/ingress)




Open Question: What if we used RHASH? #25 cLouprLare

e BPF_MAP_TYPE_RHASH queued for v7.2
e Benchmarks report 5x update speed-up against HASH map

e Isit enough to be same / better than skb_ext-based solution?

https://lore.kernel.org/all/20260605-rhash-v7-0-5b8e05f8630d@meta.com/



https://lore.kernel.org/all/20260605-rhash-v7-0-5b8e05f8630d@meta.com/

LLLLLLLLLL

Let's think about uAPI...



“The Holy Grail” Use Case — Trace L7 requests 425 cLouorLare

SPRIS SERIE App C App D
syscall
boundar‘y -------------------------------------------------
awa
\\A, / \\\I//' —>
UNIX . |
GRE tunrel loopback veth pair TAP device
sockets

NOT DOABLE WITHOUT COOPERATION WITH USER-SPACE
=> NEED TO BE ABLE TO PASS METADATA IN BOTH DIRECTIONS

47



TCP is covered by BPF getsockopt hook

)

]—»[ nourzne |—s Ha J o (S e omocess |

tcf_bpf_act()

[

BPF
clsact

\

write

o

skb_ext

metadata

A

tcp_rcv_state_process() do_sock_getsockopt()

BPF BPF
sockops getsockopt

O read

A BPF A m:;:::y
SK_STORAGE
read -

write read Write
© 8 @@\»\
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TCP is covered by BPF getsockopt hook

]—»[ nourzne |—s Ha J o (S e omocess |

)

A
tcf_bpf_act() do_sock_getsockopt()
: O read
BPF BPF
clsact getsockopt

\ . skb_ext user

write memory
(1) >

metadata

N
® @\j

49




TCP is covered by BPF getsockopt hook

TC sockops PASSIVE_ESTABLISHED callback invoked for 3WHS ACK
: : PROCESS
[ INGRESS - 3\WHS ACK is a pure ACK like any other, ]
: = pure ACKs are surprisingly frequent A

tcf_bpf_act() do_sock_getsockopt()

O read

BPF BPF
clsact getsockopt
N ckb_ext user
SK_ATORAGE
o — read  write

o 0 —

metadata
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TCP is covered by BPF getsockopt hook 2B . oo Lare

sockops PASSIVE_ESTABLISHED callback invoked for SWHS ACK
= 3WHS ACK is a pure ACK like any other,

= pure ACKs are surprisingly frequent

metadata_attach rate - control (923m10-12) metadata_attach rate - test group 2 (923m16-18)

20K ops/s 20K ops/s
EVERY TCP SYN EVERY PURE ACK
18K ops/s 18K ops/s
16K ops/s 16K ops/s \
14K ops/s 14K ops/s l | H! |‘l |
12K ops/s 12K ops/s h[ ‘ ”'J !l Ti H} Tle
A
10K ops/s 10K ops/s ]lwh Ullp i ﬁ N] ) '?N i H w
8K ops/s 8K ops/s ‘ J |h Jq#l‘ ) (;’(0 Rl )l\.M} MJ
6K ops/s 6K ops/s Ui "1‘y \ “
) \ ‘
4K ops/s L ( ‘ 4K ops/s quﬂ;
) \
2K ops/s »yv:ﬂml,:{\ J“"V% MJ Y& Uwﬂ% v.bu'?»‘lﬁcr?‘.'}i& b 2K opS/S r( th;
0 ops/s ""“’w b M""’mw
06:00 09:00 12:00 1500 1800  21:00  00:00  03:00 0 ops/s ) ! ] , A % ; ;
D o s S 06:00 09:00 12:00  15:00  18:00 2100  00:00  03:00

== 923m16 923m17 == 923m18



TCP is covered by BPF getsockopt hook

TC sockops PASSIVE_ESTABLISHED callback invoked for 3WHS ACK
[ , PROCESS ]
INGRESS - don’'t want to attach metadata to every pure ACK
= need to do 2-phase socket lookup from BPF to detect 3WHS ACK A
tcf_bp;_act e phase 1 - check if request socket exists, if not then
: e phase 2 - check if socket cookie was issued ) read
BPF BPF BPF
clsact sockops getsockopt
Nt 100 F o
SK /sTORAGE
(1 e read Write

o 0 —

metadata
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UDP is hard - need to use cmsg

There is no BPF hook to produce a cmsg
Requires two tracepoint probes:
1. at fexit:vmlinux:udp_recvmsg
poke user memory buffer at Smsg->msg_control_user

to write the cmsg contents

... but we also need to update msg_controllen
... but msghdr is kernel memory at udp_recvmsg - can't modify

2. atfexit:vmlinux:____sys_recvmsg
patch Smsg->msg_controllen

é CLOUDFLARE



UDP is hard - we have BPF recvmsg hook, but...

CLOUDFLARE
cgroup/recvmsga.s
udp_recvmsg()
€group/recvmsgsd
struct msghdr *msg kfunc put_cmsg()
struct sk_buff *skb ;t;UCt < addr Kk .
pT_sock_addr_kern “ctx struct msghdr *msg k...,
s - .
user
memory

copy_from_user()
54



Even if BPF could pass metadata to user-space, P
tracing L7 requests is still hard...

TCP conn vs HTTP/1.1 connection reuse

HTTP REQUEST 2 HTTP REQUEST 1

TCP conn vs HTTP/2 stream multiplexing

STREAM 1: CONT’D STREAM 1: REQUEST 1

UDP flow vs HTTP/3 (QUIC) packet w/ multiple frames

STREAM 1: CONT’D STREAM 1: CONT’D STREAM 1: REQUEST 1

55



Correlating metadata with L7 requests is hard... Y —

TCP conn vs HTTP/1.1 connection reuse

HTTP REQUEST 2 HTTP REQUEST 1

TCP

ohe : many mapping from L4 flow to L7 requests

but we can start with tracing the 1st request in an L4 flow

UDP f

STREAM 1: CONT’D STREAM 1: CONT’D STREAM 1: REQUEST 1

56



H Link to RFC patCh set #2: cLouprLare

[PATCH RFC net-next 0/6] skb extension for BPF metadata
https://patch.msqid.link/20260714-bpf-meta-inside-skb-ext-v1-0-5871c07a8dd6@cloudflare.com



https://patch.msgid.link/20260714-bpf-meta-inside-skb-ext-v1-0-5871c07a8dd6@cloudflare.com
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